YactHoe obpazoBaTenbHOe yupeKaeHHe AONOTHUTENEHOrO
npodeccHOHATEHOro 06pa3oBaHus
«ABTomkona MakcumMyM»

[TPUKA3 Ne 41

« 10 » Mapra 2015 r. r. Bnaagusocrok

00 yreepxaennun Uucrpykuun o
NMpHMEHEHHH CPEACTB AHTHBHPYCHOH 32U ThI nHGopMauun

B mensax obecrieueHus BBINONMHEHWS TpeGOBaHMI JIEHCTBYIOIIETO 3aKOHOMATEILCTRA,
MHBIX HOPDMATHBHBIX IIPAaBOBBIX akTOB B cdepe 3allHTEl NEPCOHAIBHBIX aHHBIX,
COBEpIICHCTBOBAHHS CHCTEMBI aHTHBHPYCHOH 3aUIUTH HHGOpMaIHK
IMPUKA3BIBAIO

1. VTBepauTs:

1.1. MHCTpyKuMIO O NpPHMEHEHHH CpPEICTB AHTHBMDYCHOM 3alluThl HH(OPMALHH
(nanee - Mncrpyxuns) (Tpunoxenue 1);

1.2, VTBepauTh mepeueHb JOKHOCTHBIX JHI, MCIIOJHSIOMX OOS3aHHOCTH
aJIMHHHUCTPATOPOB CHCTEMBI AHTHBUPYCHOM 3aIMTEI HHPOPMAIIHH:

- Paxxes JL.U. nupekrop.

2. PyxoBoauTensM CTPYKTYPHBIX MOJApa3/ie/IeHHH:

2.1. O6ecneunTs BhIMONHEHUE UHCTPYKIMM;

2.2. JloBecTH HACTOAIIMH MPHKa3 IO MOAYHHERHBIX COTPYIHHKOB.

3. Ucnonusromum 06sS3aHHOCTH aMHHHCTPATOPOB CHCTEMBI aHTHBHPYCHOM 3aIHTHI
uHOpMaIHH 00ecneYuTh B COOTBETCTBHH C MHcTpyknueil ycTaHOBKY, HacTpoOiKy u
o0HOB/IEHHE CPENCTB AHTHBHPYCHOH 3ammThl HHOpPMAUMM Ha cepeepax H  paboumx
CTAHIHSAX.

4. KoHTpOb 32 BBIMOIHEHHEM HACTOSIIETO IPHKA3a BO3JIOKHTH 3aMECTHTENS
pykosoautens Paxesy O.B.

JlupekTop Pasxes JI.U.




[Ipunoxenue 1

K npukazy ot 10.03.2015 Ne 41

HneTpykums 0 npuMeHeHHH CPeICTB AHTHBHPY CHOIT 32 M THI HHPOPMAHH

1. Tepmunot u onpedenenusn

B MHcTpykimm o IpUMEHEHHH CPEICTB aHTHBHPYCHON 3alINTH HHbOpManuu (nanee
- MHCTpyKuMsA) HCMOMBE30BAHBI ClIEAYIOLIME TEPMUHEI H ONPEICICHHUS:

ITorvzosamenu - NOMKHOCTHBIE JIMNA, a TAKKe BCE APYTHe JHIA M OPraHM3aLWH,
HCIONB3YIOINHE B paboTe cpe/icTBa 31eKTPOHHO-BBIYHCIMTELHOM TEXHUKH.

AOmunucmpamopsr  anmueupycnoil 3awumer ungopmayuu (nanee -aIMHHUCTPATOPEI
AB3) - 10mKHOCTHBIC NHIA [OApa3eeHui HHHOPMAIMOHHOM
BesonacHocTv  (TeXHHWYeCKMX  [OJpa3ieNeHuil), Ha3sHAYCHHBIE OTBETCTBEHHBIMM  3a
OKCIIyaTalM CPEICTB AHTUBHPYCHOM 3awuThl MHQOpMAMH U obecneunBaroine
OpraHu3aluio 1 3)GEeKTHBHOE HCMIOTB30BAHNE CHCTEMBI AHTHBUPYCHOH 3alUTHI uHbOpMaIHH.

Jlokaneno-evivuciumenvuas cems (nanee - JIBC) - rpynna IBM, a raxke
nepudepuitnoe o6opynoBaHue, OOBEAMHEHHBIE OJHMM MJIH HECKOIBKHMH ABTOHOMHBIMHU
(HeapeHIyeMbIMH) BBICOKOCKOPDOCTHBIMH KaHalaMH Mepenayy
UM(POBBIX JAHHBIX B ITpeJieNiaX OHOTO MM HECKONBKHX GIIH3IIeKAIUX 3aHuUil.

Anmusupycnas  3awuma ungopmayuu -  CHCTEMA OPraHH3aLHOHHO-TEXHHIECKHX
MEpONpUATHH, TpeOOBaHHH M YCIOBHH HCIOIB30BAHUS 3NIEKTPOHHO-BBIYUCIHTENILHOM’
TCXHHKH, IPEAHAsHAYCHHAs A TIPEJOTBPALICHHS 3apPaKEHHUs MPOTPAaMMHBIMH BHPYCAMH
HH(POPMAITHOHHO-BEIUHCIHTEbHbIX PeCypcoB  MOCPENCTBOM  MPHUMEHECHHS  CPENCTB
AQHTHBUPYCHOH 3alIMTEl HHQOPMALIHH,

Bpedonocnas  npoepamma - mporpamma Ui 31€KTPOHHO-BBIYHCIIHTENBHBIX MAITHH
(OBM), 3aBemomo mnpuBoAAmas K HECAHKIIHOHHPOBAaHHOMY YHHYTOXKCHHIO, OJIOKHPOBAHHIO,
MozudHKalkKu MO0 KOMUPOBAHUIO HH(pOpPMAlMH, HApyIIeHHIO paGoTst DBM, cuctemsr DBM
HITH UX CeTH.

IIpozpammneie 6upycei - pa3HOBHAHOCTH BPEIOHOCHBIX IPOrPAMM, OTIHUIUTENHHOM
0COOCHHOCTBIO KOTOPEIX SIBIISIETCS CIIOCOGHOCTD K Pa3MHOKEHHIO
(camopernukaluy). B pomonHeHHe K 3TOMY OHH MOTYT IIOBPEXK/IATh HIIH MOJHOCTHIO
YHHITOXATe TaHHLIC, MOAKOHTPOJIBHEIC MOJIB30BATENIO, OT HMEHH KOTOPOro OblLla 3amylneHa
3apakeHHas porpaMma.

Hnpopmayuonno-mexnuseckan ciysicéa — CTPyKTypHOE MOApa3/eIeHHe OpraHu3alHu
(WM yTOJTHOMOYCHHOE JIMIO), OTBETCTBEHHOE 3a (BYHKUHOHHPOBAHHE aBTOMAaTH3HPOBAHHBIX
HHQOPMALMOHHBIX CHCTEM M 3MEKTPOHHO-BEIUMCIHTENbHON TEXHHKH., B  HeGONLIIHNX

OpraHM3allHsAX HA HEro MOryT OBITh BO3JOKEHBI M (YHKUHH CIy)Oel MHYOPMALMOHHOI
GezomacHoCTH.

2. Oduwue nonoxcenun

1. Hacrosmas MHcTpykums paspaboTana B 1ensx OCYIIECTBJIEHHSI AHTHBHPYCHOIT
3AIMTEL  WHGOpMAUMH, cojepkameiics u  obpabarbiBaemoit  Ha paboynx cTaHIusIX
CTPYKTYPHBIX TOJPas[CICHUH OpraHM3alMd, OT HECAHKIMOHHPOBAHHOTO  KOIHPOBAHHS,

MOAM(BHKALMY W Pa3pyIICHHs IAHHBIX, UCTIOMB3YEMBIX B  JIeSTEeNbHOCTH yUpeKIEHHUs, a
TaK)Ke HapyleHHs paGoTh



HMCTOMBE3YCMOr0  MPOTPAMMHOTrO  00CCHEueHHs TIPH BO3NCHCTBMM  BHPYCOB M JIPYIHX
BPCIOHOCHBIX  TPOrpaMM  IIOCPEACTBOM KOMIUIEKCA OPraHH3alHOHHO-TEXHHUECKHX
MEpONPHUATHH 1Mo o0ecrnedeHN0 UHPOPMALMOHHOH He30MacHOCTH.

2. Hacrosumas MHCTpykuus ompemenser mopsmox IIPUMEHEHHS CPEJICTB AHTHBHPYCHOIH
3IIMTEI B CTPYKTYPHBIX — TIOApA3JeNieHMsAX, 3a]add, OOA3aHHOCTH H mpaBa
ajMuHUCTpaTopoB AB3, mnosab3oBatenel CpencTB aHTHBMPYCHOM — 3alUHTHI uHbopMaIHH,
NOPANOK YCTAHOBKM M NPMMCHEHHS OOHOBICHMIi, TOIKTIOUEHHS CPEICTB aHTHBHPYCHOI
SAlMTBL, 4  TaKXKe MNOpANOK  JHMKBHAALWH MOC/IEACTBHH BO3AEHCTBHS NPOrPAMMHBIX
BHPYCOB.

3. TpeGosamns macTosmielt WHCTpYKIMH 0GSA3aTeNbHBI IS BHIIOTHEHHS BCEMH
NONB30BATENAMA W aAMMHHCTpaTopamMi AB3, a Takke HHBIMM JTMIAMH, MCIIONB3YIOMIHMH
CPEICTBA BHIYHCIUTENBHON TEXHHKH.

4. OO6wmee pyKkoBONCTBO oOGecreyeHHEM AHTHBHPYCHOH 3aiHTHI HHbOpMaNMH B
OCYLIECTBACTCA HH(POPMALMOHHO-TEXHHYECKOH cTyxGoit (nanee - UTC) U OTBETCTBEHHBIM 34
HH(OPMAUHOHHYIO G€30I1aCHOCTb M TEXHHUECKYIO 3amuTy uHpopmanuu UTC.

5. OtsercTBeHHBI 3a HHPOPMAUMOHHYIO GE30MACHOCTH U TEXHHYECKYIO 3alIUTY
undopmaumn  UTC  ocymlecTBAsSET  HENOCPENCTBEHHOE PYKOBOICTBO opraHuzanuei
NPOBENCHHs  paboOT 1O  AHTHBHPYCHOH  3ammTe WHQpOPMAaUMH B OpraHu3alliid 4Yepes
corpyauuxos UTC.

6. [IpakTuueckoe pelleHMe 3amad, CBA3AHHBIX ¢ OpraHusaniel aHTHBHPYCHOMH
3aUTBl HHQOPMALMKM M TIPUMEHEHHeM CPEJCTB AHTHBHPYCHO
3aUIMTE HHYOPMAIMK B CTPYKTYPHEIX NIOAPA3ENEHHAX, OCYIIECTBIAETCS corpyaHukamu UTC.

7. llpu BO3HMKHOBEHWH CHTyalHil, He BKTIOYEHHBIX B TMOJNOKCHHS HACTOSIIEH
WMHcTpykumu, pemieHue nNpuHMMaeTcs anMuHHCTpaTopoM AB3 no  cornacoBaHmio ¢

OTBETCTBEHHBIM 32 HH(GOPMALMOHHYIO G€30MaCHOCTh M TEXHHYECKYIO 3AIUTY uHpOpMaIHH
HUTC.

3. Ilopadok npumenenus cpedcms anmueupycnoii 3auqumet
uHghopmauuu 6 oGpazosamensHom yupencoenuu

1. Cpencrsa aHTHBHPYCHON 3aUIMTE HHQOPMAIMH TOMKHEI YCTaHABJIMBATLCS HA BCEX
CPEACTBAX BRIMHCIUTENLHON TEXHUKH, SKCIUTyaTHPYEMBIX B 06pa3soBATENBHOM YUpEIKICHUM.
[Ipu TexHonoruueckod HEOOXOMMMOCTH HA OTHE/IBHBIC CPE/CTBA BBIYHCIHTEIBHON TEXHUKH
CPe/ICTBA AHTHBUPYCHOH 3allMThl WHQOPMALHH MOIYT HE yCTAHABIHBATHCH., CIHMCOK TAKHX
HCKITIOUEeHHH yTBepskaaercsa pykosoaurenem UTC u [IEPECMATPUBACTCS €XKErOaHO,

2. Tlopsmok  mnpuMeHeHHMS  CpeacTB AQHTUBUPYCHOH 3aIIMTHl WH(OpMaIMH
YCTaHABIHMBACTCSA C YYETOM COOIIIONCHHS CeAYIOMUX TpeGOoBaHMIl:

- 00s3aTeNBHEIH  BXONHON KOHTPONL 33 OTCYTCTBHEM IPOrpaMMHEIX BHPYCOB BO BCEX
NOCTYNaloWMX  Ha  OOBEKT HMH(OPMATH3ALAH 3NEKTPOHHBIX HOCHTENSX HHpOopMaIuH,
MH(OPMAIMOHHBIX MACCHBAX, MPOTPaMMHBIX CpeJcTBax OOIIEro H CHELHATBHOIO HA3HAYCHHUSL,

- ODs3aTenbHAs TpPOBEpKA BCEX  JNGKTPOHHBIX IHCEM Ha NpPEIMET OTCYTCTBHUS
MPOTPaMMHBIX BHPYCOB;

- TICPHO/IMYECKAd  TIPOBEPKA Ha MpPeJIMEeT OTCYTCTBHSA MPOrPAMMHBIX BHPYCOB JKECTKHX
MarHiTHBIX JUCKOB (He peXe OIHOTO pasa B HENENI0) M ob6A3aTenbHas IIPOBEPKA CHEMHBIX
HOCHTeNell HHPOPMAlKH Mepes HadanoM paboThl ¢ HUMH;

- BHCIIIaHOBas TPOBEPKA JKECTKUX MArHWUTHBEIX JMCKOB H CBHEMHBIX HOCHTENEH
HH(DOPMAIMH B CIIy4ae MOM03PEHHs HA HATHUHE IPOrpaMMHBIX BHDPYCOB,;

- BOCCTaHOBJIEHHE paboTtocnocobHoCTH IPOrPaMMHBIX CpencTB %}
HH(DOPMALHOHHEIX MACCHBOB, TTOBPEIKICHHBIX [IPOrPaMMHBIMH BHPYCAMH.

3. VYnonHoMoueHHOEe INHIIO OpraHH3allMK¥ 10 AHTHBHPYCHOH 3ammTe HHpOpMaLUH
obecrnieunBaeT:



- ynpaeneHue  KoHurypaumelt ¥ JOrHYeCKOH CTPYKTYpo#t Bcero NIPOrpPaMMHOI0
obecreueHts CHCTeMbl AHTHBHPYCHOM 3aIIHTHI HHpOpMaLUK;

- YNOpaBJICHHEC  yCTAaHOBKOW ¥ OOHOBJIEHHEM JIMIEH3MOHHBIX KIIOYel CpencTB
AHTHBUPYCHOMH 3allMThl HH)OPMALIHH;

- YNPaBIIGHHEC PAacCBUIKOH M ycTaHOBKoH 0GHOBNeHHH 6a3 cpejcTB aHTHBHDPYCHOI
3alMThl MH(POPMAITHH;

- OrpaHH4YEeHHE Aocryna moyp3oBaTeNiell Ha pabodyMx MecTax K HacTpoiikam
YCTaHOBJICHHBIX CPE/ICTB AHTHBHPYCHOM 3a1uThl HH(OPMALHHE;

- HACTPOHKY pacchUlkM coobmenuli 06 o6HapyKeHHH BHPYCOB, 0 cbodx B pabore
CPEICTB aHTHBHPYCHOM 3aIllUThI H T.11.;

- YAQICHHOE pCIICHHE TNPOOJIEeM, BOHUKAIOWMX B MPOLECCE HCIOMB30BAHMS CPEICTB
AQHTHBUPYCHOM 3aIMTHI HHQOpPMaIHH.

4. Jlna paboumx craHumii U cepBepos, KOTOpBIE HE HMEIOT moakmoyeHus k JIBC,
CpeACTBAa  AHTUBHPYCHOM 3alIMTBl MHGOPMALMH [JIi HHX YCTAHABIMBAIOTCHS JIOKAILHO B
TOpA/IKE,  ONMPCICICHHOM aAMHHHCTpaTopoM AB3, ¢ yuerom TpeGopamuii HacToseit
Hucrpykimu.

5. Uncrammauus ® HacTpolika CcpencTs AHTUBUPYCHOH 3alMTBl WH(OpMALHH
OCYHICCTBIAIOTCA B COOTBETCTBMM C MNPOTPaMMHON H OKCIUTyaTAlHOHHOH OKyMEHTalueil,
MIOCTaBJISIEMOM B KOMIUIEKTE C HUMH.

6. Konmposanue nmoGoit undopmarmm, NEPEHOCHMON € TOMOINBIO JIIOOBIX CHEMHBIX
HocuTene HHGOpMALHK, MOMKHO NPOM3BOAMTBECS TONBKO IIOC/E NPOBEICHUS MPOLEAYPEI
HMOJIHOTO AaHTHBUPYCHOTO KOHTPOJIS CBeMHOTO HOCHTeNA. 7. AHTHBHPYCHas mHpodHIaKTHKA
SBIACTCA HEOOXONMMBIM 3JIEMEHTOM 3aLIMTH  MH(OPMAIIHOHHBIX PECYPCOB  YUpPEXICHHS
OT HMX MOJM(DHKALMH H
YHHYTOXKEHHS. AHTHBHDYCHAs MPO(YHIAKTHKA COCTOSHHUS CPEICTB AHTHBHPYCHOM
3aLUTHl HH(POPMAIINY Ha cepBepax M pabourX CTAHIMIX TOJKHA IIPOBOAMUTELCSA 11O

COTTIACOBaHMIO ¢ anMMHMCTpaTopamu AB3 B HepaGouee Bpems, 3a HCKIIOYEHHEM BHEIITATHBIX
CUTYalHH.,

4. Ilopadok o6HoeNernun 6a3 danHbIX cpedcme AHMUBUPYCHOU
3awumel uHgopmayuu

1. CsoeBpeMeHHOe O0OHOBNEHHE 633 JAHHBIX CPEJICTB aHTUBHPYCHOM 3aIMUTHI
HH(DOPMALIMK B CTPYKTYPHBIX MOIPA3AEICHHAX ABIAETCH HEOThEMIEMON 49acTeio obecneueHus
sddextuBnoll MomHTHKH AHTHBHPYCHOH 3alIHTEI HH(OPMAIHH.

2. OGHopnenne 6a3s JaHHBIX CPEACTB AHTHBUPYCHOM 3allUTEI HH(POPMALHH Ha paboYHX
CTaHIMAX, YCTAHOBICHHDIX JOKAJIBHO B CTPYKTYPHBIX TIOAPA3ETCHUSAX, HOMKHO IPOH3BOIUTELCSH
HC PEKE OIHOro pasa B HENENIO B IOPSAAKE, YCTaHABIHBAEMOM agIMHHUCTpaTOopoM AB3, ¢
y4€TOM TpeboBaHuii HacTosmed UncTpykimm.

3. Ha paGouem mecrte anrMuHKCTpaTopa AB3 MoryT GbITe ycTaHOBIEHHI  cpescTBa,
nosponsgiomue duepes JIBC ympapnare KOMIOHEHTAMH CHCTEMBI aHTHBHPYCHOH 3alIMTHI,
YCTAHOB/ICHHBIMM HA pabOYMX CTAHUHAX H CepBEPaX B CTPYKTYPHBIX NOApa3JeNeHUusX, a
TaKKe MPOBOAUTE OOHOBJIEHUs 0a3 cpencTs AHTUBHPYCHOM 3allluThl HH(OpManuu. B ciyuae
eciu pabouas  CTaHIMA  NONB30BATENd HE MONKITIOUEHA K JIBC, obmuoBnenue cpencts
AHTHBHPYCHOH  3alMThl MH(OPMAIMM  NPOM3BOAMTCA  IIOJIB30BATENEM Yepe3 CHEMHBIE
HOCHTEJIH uHpopmanuu. [lepuomnunocts 06HOBICHHS OMpPEJEISACTCH  NPOrPAMMHEIMH

TPeOOBAHMSMH  CPENCTB  AHTHBHPYCHOH 3alUTHI MHOOPMALME MM  YCTaHABJIHBACTCH
aaMHHHCTpaTopoM AB3.

5. Obaszannocmu, npasa u nopadok Hasnavenus
aomunucmpamopog AB3



1. Anmunucrpatopel AB3 ofsizanel ofecneuuBaTs CcoGmIOgeHHE B YUPEXKIACHUH
NOHTHKH ~ aHTHBHPYCHOH  3allMTEl MH(QOPMalMH ¥  BBIIBICHHE (AKTOB  3apakeHHs
MPOTrPaMMHBIMH BHPYCAMH.

2. K ocHoBHBIM 3amauam agmmHucTpatopa AB3 oTHOCHTCSH OpraHm3aius Ipouecca
YCTAHOBKH M OOHOBJICHHS CPEACTB AHTHBHPYCHOH 3a1uThl HHPOPMALIHH
Ha paboumMX CTAHIHMAX MONb30BaTeNneil 1 o0eceyeHre TeXHHYECKOro COIPOBOMKAEHHUS AeHCTBHIH
MOJIB30BATENCH B CilydasxX OOHapyKeHHS NPOrpaMMHBIX BHPYCOB, a Takike OCYLIECTBICHHE
KOHTPOJIS 32 COCTOAHHEM CHCTEMbI AHTUBUPYCHOM 3aIIHTE HHPOPMALIUH.

3. Amvunucrparop AB3 HeceT OTBETCTBEHHOCTH: 3a CBOEBPEMEHHYIO  YCTAHOBKY
CPEe/ICTB AaHTHBHPYCHOH 3alUTHI HHOOPMAIHH;

- 32 SKCIUTYaTallMI0 CHCTEMbI RHTHBHPYCHO#H 3aIUTEl HH()OPMALIHH;

- 3@ CBOCBPEMEHHOE OOHOBIICHHE JHUIEH3MH Ha CPEACTBA AHTUBHPYCHOH 3aIUTHI
HH(pOPMALHH;

- 33 CBOEBpPEMCHHOe OOHOBNeHHE (a3 JAaHHBIX CPEACTB AHTHBHPYCHOM 3aALUHUTEI
nH(opmManuu.

4. AnvunucTpatop AB3 umeer npaso:

- BHOCHTE TMPEVIOKEHHS TO COBEPLICHCTBOBAHHMIO CHCTEMBl AHTHBHPYCHON 3aIUTHI
HH(OPMALUHK B CTPYKTYPHBIX N0/Ipa3IeeHuaX 00pa30BaTeIbHOro YUPEXKICHUS;

- NPUHHMATh y4YacTHE B IUIAHHPOBAHMH MEPONPHATHI 110 AHTHBHUPYCHOM 3alquTe
MH(pOpMAIuK B OPraHU3allH U MIaHUPOBAHHH OCHAIIEHHS CPeACTBAMH aHTHBHPYCHOH 3aIlUTHI
MH(POPMAIIMK CTPYKTYPHBIX TIOPa3eNeHHIL;

- OCYIIECTBIATE KOHTPOJIb COCTOSHHSI CPEICTB AHTUBHPYCHOM 3aIIMTEI HH(POPMAIIHH
B CTPYKTYPHBIX NTOJIpa3IeIeHHsX;

- IPOBOJUTE CIIy:KeOHBIE NMPOBEPKH MO (aKTaMm 3apakeHHs MPOTPAMMHBIMH BHPYCAMH
ABTOMAaTH3MPOBAHHBIX CHCTEM 00paboTKH MHGOPMAUMH M CPECTB BHIYHCIHTENLHON TEXHUKH
B CTPYKTYPHBIX MOAPa3eIeHUAX 00pa30BaTeIbHOIO YUPEKICHHS;

- OKa3bIBaTh NMOMOLIb B PEIIEHAN MpoOeM, BOSHUKAIOUIMX TIPH SKCILUIYaTalluH CPE/ICTB
AHTMBHPYCHOH 3aIMTBl MH(QOPMALMH B CTPYKTYPHBIX MOApA3Ne/ICHHAX o0pazoBaTenbHOro
VUPEKICHHUA.

5. Hasnauenue anmuumucrpatopos AB3 opranusammu OCYIIECTBIIAETCS HA OCHOBAHHH
nprKasa 10 00pa3oBaTeTbHOMY YUPEXICHHIO ¢ 00S3aTe/IbHBIM oTpakeHHeM 00s3aHHOCTEH B
JOJKHOCTHOH HHCTPYKIHH.

6. OGssannocTn anMuHHcTpatopos AB3 MOT'YT COBMEWIATh NOJIKHOCTHBIE JHua,
HA3HAYCHHBIC aJMUHHUCTpaTOpaMM 0a3 NaHHEIX (aBTOMATH3HPOBAHHBIX HHOOPMAITHOHHBIX
cucrem), cneunamuetet UTC.  Anvumnctpatopamn AB3 me MOryT OBITh JOJUKHOCTHBIE JIHLA
CTOPOHHHMX OpraHu3auui. JIOMKHOCTHBIE JIHIA, HCIIOMHSIOMIHE 0OS3aHHOCTH aJIMHHHCTPATOPOB
AB3, yTBepxmaercsi IpHKa3oM PyKOBOAHTEA 00pa3oBaTe/IbHOTO YUPEkK JEHHS.

7. OBs3aHHOCTH aaMHHHCTpaTopoB AB3 OpraHusaiyy ApyTHe JIMLA MOTYT HCIOIHATD
TOIBKO HA OCHOBAHHH TIPMKA3a PYKOBOJMTENS OPraHH3allMH O BPEMEHHOM HCIIOMHEHHH

obsi3aHHOCTelt amMunHcTpaTopa AB3, B KOTOpPOM yKa3aH CpPOK HCIOJIHEHHS 00sf3aHHOCTei
anMuHHCcTpaTtopa AB3.

6. Obazannocmu nonviosameneii Cpeocme aHMUBUPYCHOTI
3amumel uHopmayuu

1. Tlonbsosatens 06s3aH W3Y4HTDH HacTOAIIYI0 MHCTPYKUMIO ¥ 03HAKOMHTBCH ¢
HEOOXO0/IMMOCTBIO HECEHHS OTBETCTBEHHOCTH 3a BBIIIOIHEHHE ee TpeGOBaHHI 110/ POCIIHCE.
2. Tonp3oBarensm sanperaercs:

- OTKJIFOYaTh  CPeAcTBa AHTHBUPYCHOW 3alMTEI HHGOPMALHH BO BpeMs paboTHL



- HCTONB30BATE CPE/CTBA AHTHBMPYCHOH 3aluuTel MHQOPMANMH, OTIMYHBIE OT
nomnepxusaeMblXx UTC, nepedens KoTopeIx moBomuTes 10 cBefenus monp3orarened MTC wmm
agMHHHCTpAaTopoB AB3;

- ©e3 paspemenus agmMunncTparopa JIBC u anMuHHCTpaTopa AB3 komuposats jiro6ble
(aiinel, ycTaHABIMBATE M MCHONB30BaTH  JTI0GOE nporpaMmmHoe  obecmeuenue, He
NpeHAa3HAuYeHHOE ISl BRINONHEHHS CTyKeGHbIX 3a1ay.

3. Bson vwHGoOpMauMM ¢ MAarHHTHBIX, ONTHYECKHX, MArHHTOOMTHYECKHX M JIHOOBIX
APYTHX — CBEMHBIX  HOCHTened  mHpopMauuu  HecTyxeGHOro XapaxkTepa JI0JDKEH
OCYIICCTBIATECA TONB30BATE/IEM TONBKO C  paspelleHus anMuHKCTpaTopoB JIBC wumm
aIMHHHCTparopos AB3,

4. B ciyuae nosBieHHs NOJO3PEHHH HA HaTMUme NIPOTPaMMHBIX BHUPYCOB B JIBC
TIOJIb30BATE/H NO/DKHEI HEMENIEHHO MpoHH(bOpMHpoBaTh 06 5ToM aaMuHHCTpaTopa AB3. B
CIIydac BBIABICHHMS WHLUACHTOB ((GakToB u T.I.), CBA3aHHBIX CO COOAMH B paboTe cpencts
AHTHBUPYCHOH 3allMTHI, TNONMB30BaTeNb O00S3aH HE3AMEUTHTENBHO COOGIIATE 06 3ToM

OTBETCTBEHHOMY 3a HH(MOPMAIHOHHYIO GE30MacHOCTL M TEXHUYECKYIO 3alMTY HHGOpMAIHH
HUTC.

7. Ilopadok oeticmeuil nonvsoéameneii u aomunucmpamopos AB3
npu 0OHapydiceHuU UpyCcos

1. OCHOBHBIMH IIyTAMH NPOHHKHOBEHHUS BHPYCOB B HH(OPMAIMOHHO - BEIYHCITHTENBHYIO
CETh OpraHW3alii ABJSIOTCHA: TIHOKHE MArHHTHBIE [HCKM, KOMIIAKT-IAMCKH, HHBIE CheMHEIE
HAKOMHTE/IH HH(YOPMALIMH, HTEKTPOHHAS OUTa, (ailis, noxyvaeMbie u3 ceTu Muteprer, panee
3apakeHHble paboune cranuun. B ciyuae o6Hapyxenus IIPOrpaMMHBIX BUPYCOB IIPH BXOIHOM
KOHTPOJIE OTHYXKNACMBIX HOCHTeNE€H HHpopMamuy, (GaiIOB WIH IOYTOBBIX COOOIIEeHH}H,
TOCTYNMHBIINX B CTPYKTYPHBIE TIOApa3ieNieHus, I0Ib30BATENDb JOKEH

- IPHOCTaHOBHTE MPOLIECC pUeMa-Tepeaun HHPOPMALHHK;

- coobmuth amaMuHHCTPaTopy AB3  wim OTBETCTBEHHOMY 332 HH(POPMAIHOHHYIO
0e30MacHOCTh M TEXHHYECKYHO 3amuTy HHGopmaumu WUTC 0 dakre o6Hapyxenus
NpOrpaMMHOrO BUpYCa;

- TPHHATB MO COTNAcOBaHMIO ¢ anaMUHHCTpaTopoM AB3 Mepsl 1o jokamu3amus u
YAAJICHUIO NPOTPAMMHOTO BHpYca C HCHOJB30BAHMEM CpPEACTB AHTHBHPYCHOM 3alIMTEI
HH(pOpMALHH;

- coobmmute 0 (akre OGHAPYKEHHS MPOrPAMMHOrO BUpyCa B CTPYKTYpHOE
NONpa3NeleHHe, U3 KOTOPOro MOCTYNMHIIH 3apaKeHHBIC ChEMHBIE JJICKTPOHHBIE HOCHTEIH
HHpOpMalHH, haiiIsl WM MOYTOBBIE COOBmIEH S,

2. Ilpu obHapyskeHMH HpPOrpaMMHBIX BHPYCOB B mpouecce o6paboTku HH(OpMAIHH
II0JIb30BATENb 00sA3aH:

- HEME/UIEHHO IIPHOCTAHOBHTBH BCe paboThI;

- cooObumTh amMuuuctpatopy AB3  mmm OTBETCTBEHHOMY 3a HH(DOPMALHOHHYIO
OeszomacHOCTL M TCXHHYCCKYIO 3amuTy uHpopmauuu WTC 0 dakre obHapyxKeHHS
NPOrPaMMHBIX BUPYCOB;

- IPHHATE TIO COTNIACOBAaHHIO C aaMHHHCTpaTopom AB3 MEpbI M0 JIOKaTU3AIlHH U
YAAICHHIO  TPOrpaMMHOTO BHPYCa C HCIOJIb30BAHUEM CPEACTB AHTHBHPYCHOH 3aIHUTHI
HHbOpMAaLHH.

3. Ilporpammuble cpencTBa OGWIEr0 M CHENHAILHOIO Ha3HAYeHHs, HCIIONb3yeMEBle B
CTPYKTYPHBIX MOJpa3sAeieHuax i oOpaboTku HH(pOpMaLKK, OTHECEHHOI K cinyxebHoMH Tailine,
B Cyuae OOHapyXeHHs NPOrPaAMMHBIX BHPYCOB MOMIENKAT OBGS3aTeTLHOIN MEPEYCTAHOBKE ¢
pabounx Konwuii sTanoHa.

4. Ilpy  HeBO3MOXKHOCTH NMKBUIAIIH MOCTICACTBHH 3apaKCHUs MPOrpaMMHBIMH
BUpycamMu anMHHHCTpaTopy AB3 Heo6x0mumo:



- 33apXMBHPOBATEL 3apakeHHbIe (alibl ¢ BHEAPEHHBIMH NPOrPAMMHLIMH BUDYCAMH H
HanpaBUTb C [PUIOKCHHCM COOTBETCTBYIOINETO COMPOBOAMTENIBHOTO JOKYMEHTA B
OpraHM3alHIO, OCYHICCTBISAIOMIYIO TEXHHYECKYK)  MONUEPKKY  OKCIUTyaTalld¥  CPENCTB
AHTHBUPYCHON 3aLIMTEI HHOOPMAIIHH;

- OCYWICCTBUTDL TIOJIHYIO NEPEYCTAHOBKY MPOrpaMMHOro obecredeHns Ha 3apaXeHHOM
KOMIIBKOTEDE.

5. Ilpu momydenun MHGOPMALMH O BO3MOKHOM HAPYMIEHWH MO0 BBIABJICHHU (akra
HapyuieHus TpeOoBammii mHactosmeil MHcrpykuun paGorta Ha paGouell CTAHUMH JAHHOTO
TIONE30BATE/I HE3AMETUTEILHO OIOKMPYETCS 110 PEelIeHHIO aAMHHKCTpaTopa AB3.

6. Bce OakTel momupuKauuu W paspymIeHHs IAHHBIX HA cepepax HIH padoyux
CTaHIIHsAX, 3apaXCHHE WX BHPYCAMH, a Takxke OOHapyXXeHHe APYTHX BPEJOHOCHBIX IMPOrpaMM
KIIacCH(PMUUPYIOTCS KaK 3HAYMMbIE HAPYIISHUS HHOOPMAIIMOHHOM (e30MacCHOCTH M JIODKHBI
AHAJIA3HPOBATECS  IOCPEICTBOM NPOBENCHHS CITyXeOHOro paccieloBaHHs, MPOBOJUMOTO IO
TIPUKa3y pyKOBOAUTEIs 00pa30BaTeIbHOIO YUPEXKICHHUS.

8. Omeemcmeennocms 3a evinonnenue mpeéosan uii Hucempykuyuu

1. 3a napymenue Hactosueit MHcTpykimu aIMHHHCTPAaTOp AB3 M HOIB30BaTENN HECYT
OTBETCTBEHHOCTD, YCTAHOBICHHYIO NSHCTBYIOLUMM 3aKOHOaTeNbCTBOM Poccumiickoit Meaeparun
H HOPMATHBHBIMH MPABOBLIMH aKTAMH.

2. PyKoBOmMTENM CTPYKTYPHBIX IOJpa3/ieieHuH HECYT OTBETCTBEHHOCTh 3a
BBIMOJTHCHHE MEPONPHATHH 10 AHTHBHPYCHOH 3ammTe HHpOpMANMH Ha CpeJcTBax
BBIMUCITUTEIbHON TEXHUKH, OSKCIUIYaTHPYEMBIX MOTUYMHEHHBIMH JOKHOCTHBIMH JHULAMH, H 3a
O3HAKOMJICHHE MX (IIOX pOCTHCh) ¢ Hacrosmedl MHcTpyknmedl B cBoem CTPYKTYPHOM
N0JIpa3ieIeHUH.

3. HerocpecTBEeHHYIO OTBETCTBEHHOCTD 3a COBIIOAEHHE B NIOBCEIHEBHOI JIeATEIbHOCTH
YCTaHOBIICHHBIX HOPM OOecreveHus! aHTHBMPYCHOI 3aIUTE HHGOPMALHHE HA CBOMX pabounx
MECTaX, B TOM HHCIe 32 CBOCBPEMEHHOE OOHOBJICHHE  AHTHBHDYCHBIX  0a3 CpeICTB
AHTHUBUPYCHOH 3alIATEI HHQOPMALMK M TOJYYCHHE HOBBIX JIMIEH3HOHHBIX KJIIO4Yel, HecyT
IIOJIE30BATEIIH, 38 KOTOPBIMH 3aKPEIJICHBI CPECTBA BEIYUCTHTETLHON TEXHHKH.

4. B cayyae Hapymenus TpeGoBaHWii HacTOsIIei WHCTpYKINH, CBS3aHHBIX C
TMPHMCHCHHEM  TIONB30BATENIEM  CPEJICTB AHTHBMDPYCHOH 3alHTEI HH(OPMAINH, MOIB30BATE b
HECET TICPCOHATEHYIO OTBETCTBEHHOCTb, YCTAHOBICHHYIO ASHCTBYIOIIMM 3aKOHOJATENbCTBOM
Poccuiickoit  Qenmepaunn M nOKaTbHBIME HOpDMAaTHBHBIMH  aKTaMHM 00pa3oBaTensLHOro
VupeskIeHHs.

5. OTBeTCTBEHHOCTH 3a  BhIMOMHEHHe TpeGoBaHWH  HAcTOSLEH Hucrpykunu
anMuHucTpatopaMu AB3 HecyT HemocpeacTBeHHO aaMuHHCTpaTopel AB3 u pykoBomuTenu
TMOApasneeHHH, B KOTOPbIX paboTaloT axMuHHCTpaTOpsl AB3,

9. Iopadok ocHawenus opzanuzayuu CpeoCcmeamu AaHMUGUPYCHOI
3auumeol uHgopmayuu

1. OcHalllenue cpencTBAMM AHTHBHPYCHOM 3aIUTHI HHpOpPMaIMH ABIAETCS BHIOM
MaTepHalbHOrO  OOECTIEUeHHSI W OCYLIECTBISETCS B 00pasoBaTeIbHOM  yYpekKICHHHN
LHEHTPATH30BAHHO.

2. Ilepenaya nomyueHHEBIX cpencTs AHTHBUPYCHOM 3aIIMTHI HA OOBEKTHL, HE  BXOMALIME
B COCTaB OpraHMsauuu, 3anpelieHa. 3a HeCaHKIHOHHPOBAHHOE pacmpocTpaHeHUe CpeacTB

AHTHBHPYCHOH 3alUTEl MHGOPMALUK BHHOBHBIE HECYT OTBETCTBEHHOCTH B COOTBETCTBHH C
3aKOHOJaTeNbCTBOM Pocceniickoit Meneparum.



